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Internet Security for EDA

Overview

Internet Information sent from one computer to another can pass through numerous
security issues | other computers before it reaches its destination. Normally, the users of these
intermediary computers don't monitor the Internet traffic that routes through
them, but someone can intercept and eavesdrop on your private conversations
or credit card exchanges. Worse still, eavesdroppers might replace your
information with their own and send it back on its way. Because of the
architecture of the Internet and intranets, there will always be ways for
unscrupulous people to intercept and replace data in transit.

Objectives Upon successful completion of this lesson, you will be able to:

+ download a Persond Certificate
* view the details of a Persona Certificate
» usethe Personal Certificate to encrypt EDA sessions

List of Topics | Thislesson covers the following topics:

+ downloading Personal Certificates
« using Personal Certificates to encrypt EDA sites
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Downloading Personal Certificates

Introduction The user’s system must first be equipped with a Netscape Browser that uses
128-bit Key encryption (Domestic/US Version), and the user must have a
Personal Certificate.
The System Administrator handles these requirements by ensuring the users
system is equipped with the necessary Netscape Browser, 128-bit Key
encryption (Domestic/US Version) and the System Administrator will then
request that a Personal Certificate be granted to the user.
Query Serial To query Personal Certificates click on “List Certificates” in the Netscape
Number Certificate Server.
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Figure A-1. List Certificates
In the left-hand frame of the Netscape Certificate Server screen the user will
click “List Certificates’
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Serial Number

When a Certificate is granted the user will receive a Serial Number of
identification. The user will enter the Serial Number in the “List Certificates”
window and then click “Run Query.”
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Figure A-2. Serial Number Query

Action

1 Click the cursor in thel“owest serial number to display” box.

2 Enter the serial number.

3 Click the cursor in theHighest serial number to display” box.

4 Enter the serial number.

5 Click the ‘Do not show certificates that have been revoked” box
or the ‘Do not show certificatesthat have expired or are not yet
valid” box according to your query.

6 Click “Run Query.”
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Certificate Click “Details” for the Certificate that matches the query.
Details
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Figure A-3. Matching Query
Hyper Link Click on the Hyper link to download the Certificate onto your system.
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Figure A-4. Hyper Link
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Save User Click on Save As and decide where you would like to save your Certificate. If
Certificate possible, you should save it on afloppy disk that you keep in a safe location.

Save User Certificate

You should make a copy of your new Certificate.

If you lose your Certificate it cannot be recovered. Cnly you hold your
Private Key. Without it vou will not be able to read any email that vou
received using that Certificate,

To make a copy, click Save As and decide where you would like to save
yvour Certificate. If possible, you should save it on a floppy disk that you
keep in a safe location.

Figure A-5. Save User Certificate

Password Entry  Enter password to protect data being exported and then click OK.
Dialog

Paszword Entry Dialog

Figure A-6. Password Entry Dialog
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File Nameto Give your Certificate a file name and designate the folder it will be saved in,
Export and then click Save.

Figure A-7. File Nameto Export

Successfully Click on OK after the certificate has been successfully exported.
Exported
Dialog

Figure A-8. Successfully Exported Dialog
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New User Click on OK to install the certificate into Communicator or click Cancel to
Certificate refuse your new Certificate.

Y New User Certificate - Netscape

3. New User Certificate

You have received a new Certificate. Communicator will refer to this
Certificate by the name shown below, ¥ou can use the name provided or
enter a new one,

Click OK to install the certificate into Communicator or click Cancel to
refuse your new Certificate,

Certificate Mame:
Shaw . Lion, 12345678391's .5, Government ID

Certificate for: Shaw.Lion, 1224567391 S |
Signed by: .S, Government 3
1| | ¥

Mare Infa... | ]34 | Cancel |

Figure A-9. New User Certificate
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Securing Your EDA Session

EDA Security To secure your EDA session simply place an (s) after the “http” in the URL on
your browser and press “Enter” while at the EDA site.

- DoD EDA [Production] - Netscape
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Figure A-10. Secure the URL
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Select A
Certificate

Netscape will prompt you to select the certificate you will use for your secured
EDA session after which click “Continue.” To view the details of the
certificate click “More Info...” on this screen.

3 Select A Certificate - Hetscape

&  Select A Certificate

The site 'eda.ogden.disa.mil' has requested client authentication.

Here is the site's certificate:

Cedificate for;  Defense Information Systems Agency
Signed by: RSA Data Security, Inc.

Encryption: Highest Grade iBldwith 1.28-hit secret key) More Info... |

&te:|Billy's U5 Government ID 7|

Select Your Certifi

Cancel Continue

Figure A-11 Select a Certificate
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View A The “View A Certificate” screen allows the user to view the details of the

Certificate certificate, including who the certificate belongs to, who issued the certificate,
the serial number, expiration date, and the certificate fingerprint. Clicking
“OK” will take the user back to the “Select A Certificate” screen.

¥ View A Certificate - Netscape

This Certificate belongs to: This Certificate was issued by:
eda.ogden. disa.mil mecure Server Certification Authority
Air Command Ogden RSA Data Security, Inc.

Defense Infarmation Systems Agency L=

Cgden, Utah, US
Serial Number: 69:10:50:B6:35:90:14. 7054 EA A5 731 C: 40 AE:0C
This Certificate is valid from Sun Sep 20, 1998 to Tue Sep 21, 1999
Certificate Fingerprint:
aD:6C:CE:.87:61:3E:85:08:B7:C9:30: EQ: C7:84:97 6D

Ok |

Figure A-12 View A Certificate
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Security Info The “Security Info” screen is accessed by clickingSémurity button on your
browser. This screen also allows the user to view the details of the certificate,
including who the certificate belongs to, who issued the certificate, the serial
number, expiration date, and the certificate fingerprint.

#-- Netscape

Security Info

Security Info Encryption & 4
Passwords This page was not encrypted. This means it was possihle for other people
Navigator to view thus page when it was loaded. It also means that yvou cannot check
the identity of the web site. For complete details on all the files on this page,

Messenger click Open Page info.
Java/JavaScript
Certificates Open Page Info

Fours

People

Weh Sites Verification

Signers + Make sure that this is the site you think it 15. This page comes from
Cryptographic the site: testca. saic. com
Modules -

M Cancell Helpl

Figure A-13 Security Info
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Security The Security Information screen will inform you that request and sent
Information information will be encrypted for privacy. Click “Continue” and geed with
a secured EDA session.

Security Information

“'ou have requested a secure document. The document and any
infarmation you send back are encrepted for privacy while in
tranzit. For more information on security choose D ocument
Information fromm the Wiew menu.

W Show Thiz Alert Mest Time

Figure A-14 Security Information

No User If you do not have a Personal Certificate the “No User Certificate” screen will
Certificate appear. Your system administrator will have to make a request for a Personal
Certificate.

-v‘j;'— Mo User Certificate - Netscape

2 No User Certificate

The site ‘eda.ogden.disa. mil' has regquested client authentication, but you do not have a
FPersonal Certificate to authenticate yourself. The site may choose not to give you access
without one.

Figure A-15 No User Certificate
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Lock indicator Assuming all requirements have been met, the “Lock” symbol will appear at
the bottom left of the screen to indicate that the EDA session has been
encrypted.
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Figure A-16 Security Lock

Summary

Lesson Summary | This lesson outlined for the Netscape search criteria to help the user
find and retrieve Personal Certificate information. The user can query
according to the serial number that is provided by the system
administrator.

The search includes detailed information about the Personal
Certificate. The user will be able to find desired information faster
and more efficiently by using the Netscape List Certificate feature.
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